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OBILIHUE MOJIOKEHUS

Hactosmas Ilonutuka sBHsSieTCS  JOKYMEHTOM, OINPEACISAIONIUM  HAalpaBiICHUS
JESITEIILHOCTH B 00JacT oOecrneueHus: HH(OOPMAIMOHHONW 0€30MaCHOCTH U MIPEICTaBISIET COO0M
CUCTEeMAaTHU3UPOBAHHOE U3JIOKEHUE 1esiel U 3a/1a4 HHPOPMALIMOHHOM O€30MaCHOCTH, KaK OJIHO WU
HECKOJIBKO TPABHII, MPOILEAYP, IPAKTUUECKUX MTPUEMOB U PYKOBOJSAILIUX MPUHIIUIIOB, KOTOPHIMU
pykoBojactByerca 'BOY cpeansist mkona Ne 318, a Takke opraHu3alMOHHBIX, TEXHOJIOTHYECKUX U
NPOLIEAYPHBIX aCIEKTOB o0ecreueH s HHPOPMAITMOHHOM 0€301acHOCTH.

[Tonoxxenus wHacrosimed IloauTukM HE  pacmpocTpaHsIOTCS Ha  oOecredeHue
UH(POPMALIMOHHOM 0€30MaCHOCTH CBEACHUH, COCTABIISIIOIINX FOCYJApCTBEHHYIO TalHYy.

OcHoBHOI 3a1a4eli B o0mactu nHpopmarmonHoi 6e3onacHoctu ' BOY cpemnsis mkosa No
318 mnpu3HaeT COBEpIICHCTBOBAHHME MEp M CpEACTB OOecmeueHHs 3alluThl HWH(POpMAIHUU
uHpopmanmoHHeix pecypcoB ['BOY cpemnsst mxoma Ne 318 B KOHTEKCTE pa3BUTHSA
3akoHonaTenbcTBa Poccuiickoit @Denepaii W HOPM  PETYJIMPOBAaHUS HH(POPMALMOHHON
NESTENIbHOCTH B TEKYIIMX YCIOBHIX (QYHKIMOHUPOBAHUS HHPOPMAITHOHHOTO MOJIS.

[Tpu pa3paborke [IOTUTHKK YYUTHIBAIMCH OCHOBHBIC MPHUHIIUIBI CO3JAHHS CHUCTEM
3auUThl HHGOPMALIUY, XapaKTEPUCTUKA M BO3MOXKHOCTH OPTIaHU3allMOHHO-TEXHUYECKUX MEp U
COBPEMEHHBIX IPOTPAMMHBIX H aIAPATHO-TIPOTPAMMHBIX CPEJCTB 3aIIUTH HHPOPMAITHH.

B pamkax cBoeit nesitensnocti I'BOY cpennsis mkosna Ne 318 00s3yeTcs npeAnpruHUMaTh
BCE BO3MOJKHBIE MEPHI JUIS 3alIUTHI HH(OPMAIMU OT Yyrpo3 0e30macHOCTH HHPOPMAITUH.

TpeGoBanusi HHPOPMALIMOHHOW OE30MACHOCTH, COOTBETCTBYIOT WENSIM JESTEIbHOCTH
I'BOY cpennss mkona Ne 318 u mpenHasHaueHbl [JIi CHIDKEHHSI PHUCKOB, CBSI3aHHBIX C
peanuzanuel yrpo3 6e30nacHOCTH HHGOPMAIUH.

HEJIN n 3AJJIAYHA OBECIIEYEHUSA UH®OPMAIIMOHHOHA
BE3OITACHOCTH
Cy0bexkTbl HHPOPMANMOHHBIX OTHOILIEHH I

Cy0ObekraMu ipu oOecriedeHrnr nHpopMaruonHoi 6e3omacHoctd B 'BOY cpeansist mkona Ne 318
SBIISTFOTCSL:

paboOTHUKY;

rpaxjaHe, padoTaroliye o J0roBopam rpaxJIaHCKO-IIPaBOBOrO XapaKkTepa;

du3uUeckue uIa, MPeACTABUTEIN KOHTPAreHTOB B pPaMKax HWCIOJHEHHS JIOTOBOPHBIX
00513aTeNbCTB;

¢uznueckue nuua, nojasmue oopamenue B aapec I'bOY cpennss mkona Ne 318;

IOpUIMYECKUE JIMI[A, B PaMKax HMCIOJHEHUs JOTOBOPHBIX 00S3aTENbCTB WM BO MCIIOIHEHUH
TpeOoBaHUIl CO CTOPOHBI 3aKOHOAaTeNbcTBa Poccuiickoit denepannn; opraisl rocy1apcTBEHHON
BJIACTH.

O0bexkTh HHPOPMALMOHHBIX OTHOIICHUI

OO6bexTamy UHPOPMAIIMOHHBIX OTHOLIEHUH SIBIISIOTCS:

uHpopmannonusie pecypesl 'bOY cpennsis mxona Ne 318;

rOCyAapCTBEHHbIE MH()OPMALMOHHBIE CHCTEMBI, ONEpaTopoM KoTopbix sBisercs ['BOY
cpennsist mkosia Ne 318;

nporeccel 00paboTku HHpopMaruu B HHPopManmoHHbIX cucteMax ['BOY cpennss
mikosia Ne 318, nHdopmaloHHbBIE TEXHOJIOTUH, pErilaMeHThl U Mpoleaypsl coopa, o0paboTKH,
XpaHEeHUs U Mepeaund HHPOpMaLuy;

nHpOpMallMOHHAsA UHPPACTPYKTYpa, BKIIOYAIOIIAsi CUCTEMbI 00pabOTKH, XpaHEHUs nu
aHayM3a HHPOPMAaLUH, TPOTPaMMHBIE U ITPOTPaMMHO-ANIapaTHbIE CPEJICTBA, B TOM YHCIIE KaHAIIBI
CBSI3U M TEJIEKOMMYHHKAIIHH;

CHUCTEMBl M CpEJICTBA 3alUThl MHPOpPMALUH, OOBEKTH M TMOMEIIEHHUs, B KOTOPBIX
pa3MelleHbl cpeAcTBa 00paboTKH HHPOPMALIHH.

Hean o0ecneyennst HHPOPMALMOHHOI 0€30NIACHOCTH

OcHoBHOM 1Ienbt0 o0ecnieueHus: nHopmanronHoi 6ezonacHocty ['BOY cpennss mkona
Ne 318 sBustroTcs  OeicTBUS, HampaBiE€HHbIE Ha JIOCTMKEHHE 3alllUThl  CyOBEKTOB



MH(OPMALIMOHHBIX OTHOLIEHUI OT BO3MOKHOTO HAHECEHHS UM MaTepHUalIbHOro, (pU3MYECKOro,
MOpPaJILHOTO WJIM MHOTO yIep0a, MOCpeACTBOM CIIy4aifHOTO WIIH MPETHAMEPSHHOTO BO3CHCTBUS
Ha UH(OpPMAIHIO, B TOM YHUCIIE:

o0ecreueHnsT OTKa30yCTOWYMBOTO (PYHKIIMOHUPOBAHUS IMPOTPAMMHBIX M aIlllapaTHO-
nporpaMmmubix cpenctB ['bOY cpennss mikona Ne 318 u npenocTaBiisieMbIX CEPBUCOB;

COOJIIOJICHHsI TIPAaBOBOTO PEXHMMa HCIOJIb30BaHUS MACCUBOB M CPEIACTB 00pabOTKH
nHpopmanuu;

NPEIOTBPALCHUS peai3alud yrpo3 0e30MacHOCTH MH(POPMAIMK TPH OCYLIECTBICHUH
nesrensHocTH ['BOY cpennsis mkona Ne 318.

3anaum odecnieyennss UHGOPMALMOHHOI 6€30NACHOCTH

Hoctmwxkenue 1eneir  obecrieueHuss WHGOPMAIMOHHOW OE30MaCHOCTH M CBOMWCTB
unpopmarun ['BOY cpennsis mkona Ne 318 perraercst cieayOnuMe 3a1a4aMu:

3alIUTHl OT HECAHKIMOHUPOBAHHOTO JJOCTYIA K UH(POPMALIMOHHBIM peCypcam;

pasrpaHWYeHHs]  JIOCTyNa TOJIb30Bareneid K  WHGOPMAIMOHHBIM,  allllapaTHBIM,
IIPOrpaMMHBIM U UHBIM pECYpCaM;

pEerUCTpallii ¥ TEPHOAMYECKOTO KOHTPOJS JIEHCTBUI MMOJIb30BaTeel mpu o0paboTke
3alUIIaeMoil HHPOpMAaIK U IEPUOAUUECKUN KOHTPOJIb KOPPEKTHOCTH UX JACHCTBUM;

KOHTPOJISI EJIOCTHOCTU CPE/ibl MCIOJHEHUS MPOrpaMM M €€ BOCCTaHOBJIEHUE B Cilydae
HapyIIeHUs oOecrieyeHus: ayTeHTU(PUKAIMY U UACHTU(DUKAIMY TT0JIb30BaTeNel, yUacTBYIOIIUX B
MH(OPMaLlMOHHOM OOMEHE;

o0ecreueHus UCIIPAaBHOCTH MPUMEHsIEMBIX B HH(GopMalMoHHbIX cuctemax ' BOY cpennsis
mikosia Ne 318 cpeacTs 3amuThl HHGOpPMAIIHH;

CBOEBPEMEHHOTO BBISBIEHHE HCTOYHUKOB YIrpo3 0€30MacHOCTH MH(POpMAIUH, TPUUUH U
YCIOBHH,  CIIOCOOCTBYIOIIMX  HAHECEHHWIO  ymepda  3aMHTEPECOBAHHBIM  CyOBEKTaMm
MH(OPMAILMOHHBIX OTHOIICHHIA;

CO3JJaHUEM YCJIOBUU JUIsi MHHUMHU3AIMH HAHOCMMOTO yiiepba HENpaBOMEPHBIMHU
NEHCTBUSMU, U YCTPAHEHUE MOCIEICTBUN HapylIeHus nudopmannuonHon 6e3omnacuoctu B [bOY
cpennsist mkosa Ne 318.

Pewmenue Brienepeuncienusix 3a1a4d B 'bOY cpennss mkona Ne 318 ocymiecTBisiercs
MOCPEACTBOM:

yueTa BCeX MOIeKAIIUX 3aIUTe HHPOPMAITMOHHBIX PECYPCOB;

pernamMeHTanuM InpoieccoB o0paboTku uHGopManuu, aeictBuil padotHukoB ['BOY
cpennsisi mkona Ne 318, OCYHMIECTBISIONIMX SKCIUTyaTalMI0 MPOTPAMMHBIX U MPOrpamMMHO-
amnmapaTHbIX CpPEJCTB, HAa OCHOBE YTBEPXKIEHHBIX OPraHU3aIlMOHHO-PACTIOPSIUTEIBHBIX
JIOKYMEHTOB TI0 3aluTe UHPOpMaIHH;

Ha3HA4YE€HHWs] ¥ TIOJTOTOBKOM paOOTHUKOB, OTBETCTBEHHBIX 3a OpraHU3AIMI0 U
OCYIIECTBIIEHUE MEpONPUATHI Mo obecredeHrto uHbopMaoHHoi Oe3omacHoctd B ['BOY
cpennsist mkosa Ne 318;

HaJIeNICHUSI KaXJ0ro pabOTHHKA MUHHUMAIbHO HEOOXOAMMBIMU TMpaBaMu Mpu paboTe B
MH(OPMaLlMOHHON UHPPACTPYKTYPE COTIACHO UX JOJKHOCTHBIM 00SI3aHHOCTSIM;

coOnrofieHus BCEMH paOOTHUKAMHU, OKCILUTyaTUPYIOIIUMH U OOCITYXKMBAIOIIMMHU
MporpaMMHBIE U TPOTrpaMMHO-aNMapaTHbIe CpPENCTBAa, TPeOOBaHHWI  OpraHU3alMOHHO-
pacmopsANTEIBHBIX TOKYMEHTOB IO BOIIpocaM o0ecreueHus HHHOpMallmOHHON 0€30MMacHOCTH;

MEPCOHAIBHON OTBETCTBEHHOCTHIO Ka’KJJ0T0 paOOTHUKA 32 CBOM JIEWCTBHUS, YUaCTBYIOIIETO
B paMKax CBOMX (PYHKIIMOHATBHBIX 00SI3aHHOCTEH B MpolieccaXx aBTOMATU3UPOBAHHOM 00paboTKH
nH(pOpMaIUK 1 UMEIOIIETO JIOCTYII K pecypcam HHPOPMAITHOHHBIX CHCTEM;

peanu3anuell TeXHOIOTHYECKUX MPOIECCOB 00pabOTKU MH(OPMAIIUU C UCTIOTB30BAHUEM
KOMILIEKCOB ~ OPTaHW3allMOHHO-TEXHUYECKHUX MeEp 3allldThl TPOTrPaMMHOTO oOecIreueHus,
MIpOrpaMMHO-aNNapaTHBIX CPEJICTB;



IOPUHATUS Mep MO obOecredeHHnio (U3MUECKON IEIOCTHOCTU MPOrpaMMHO-aNmapaTHBIX
cpeAcTB MH(POPMALMOHHBIX CHCTEM M TOJIEpKaHHEM HEOO0XOIMMOTO YPOBHS 3alMIEHHOCTU
KOMITOHEHTOB;

UCTIOJB30BaHUSl  MPOTPAMMHBIX M MPOrpaMMHO-AIIAPAaTHBIX  CPEIACTB  3aIIHUTHI
uHpopmanuu obOpabateiBacMoM B I'BOY cpemnss mkona Ne 318 m agMUHHCTpAaTHBHOU
MOJICP>KKON MX MCIIOJIb30BAHMS;

KOHTPOJIL COOJIIOJICHUSI TI0JIb30BaTeNsIMU MH(GOPMAIIMOHHBIX CUCTEM TpeOOBaHUM 110
obecrnieueHnI0 MHPOPMAIIMOHHOW 0€30MaCHOCTH;

npoBefeHUs aHanu3a S(Q(EKTUBHOCTH NPHUHATHIX Mep 3allUThl HHPOpPMAIUH U
NpUMEHSeMbIX cpeAcTB 3aumThl nHpopmarmu B ['BOY cpennss mxomna Ne 318;

pa3paboTKu M pealM3allud NPEIOKEHUH MO0 COBEPIICHCTBOBAHMIO CHCTEM 3aIUThI
unpopmanuu B 'BOY cpennsis mkoma Ne 318.

IPUHIIATIBI OGECITEYEHHSI THOOPMAIIMOHHOM BE3OITACHOCTH

Obecnieuenne  MHGOPMALMOHHONW  O€30MACHOCTH,  JIOJDKHO  OCYILECTBISTHCS B
COOTBETCTBUU CO CIEAYIOIIUMU OCHOBHBIMH MPUHIIUIIAMH:

IIpuHIMT 3aKOHHOCTH

IIpu BbBIOOpEe MeponpusATUd 1O 3amuTe UHPOPMALUU, JOHKHO COOJIOIATHCS
NeicTByoIIee 3aKoH01aTenbcTBO Poccuiickoii @enepanuu B chepe 3ammThl HHPOPMAITIH.

Bce paGoTHHKM JOKHBI UMETH NTPEACTaBIeHIE 00 OTBETCTBEHHOCTH 3a IIPAaBOHAPYLICHUS
B ctepe 3ammrthl uHbopManuu. [IporpammHo-anmnaparHeie cpeicTBa, npumeHsiembie B [bOY
cpenasiss mkonma Ne 318, NOOKHBI HMMETh COOTBETCTBYIOIIME JIMIEH3UH, O(UIIHAIBEHO
npuoOperaTbCsi y  IpeiAcTaBuTeNeld  pa3pabOTYMKOB  JITHX  CPEACTB  WIU  SBIATHCA
MHTEJJIEKTyalbHOU coO0cTBeHHOCThIO ' BOY cpennss mkomna Ne 318.

IIpuHIMT CHCTEMHOCTH

[Ipu co3maHum cUCTEMBI 3allUTHl  JIOJDKHBI  YUYUTHIBATHCS aKTyaJbHBIE  YIPO3bI
0e30macHOCTH MH(OpPMAIMH, BO3MOXHbIE OOBEKTHI M HANpaBICHHUS aTak Ha HEE CO CTOPOHBI
Hapymureneil. CucreMa 3alMThl JOKHA CTPOUTHCS C YUETOM HE TOJBKO M3BECTHBIX KAHAJIOB
yTeuKd HMH(POPMALMU, HO U C YYETOM BO3MOXHOCTH TIOSIBJICHHS HOBBIX YSA3BUMOCTEH B
MPOrpaMMHOM O0ECIIEYEHUH.

IIpMHOMI KOMIIEKCHOCTH

KomrsiekcHOe  MCTIONIb30BaHWE  CPEACTB  3alluThl  WMH(OpMAIMK  Mpearoiaraet
COTJIACOBAaHHOE MPUMEHEHUE MPHU MOCTPOSHUH LIETOCTHOW CUCTEMBI 3aIlIUThI, NEPEKPHIBAIOLIEH BCE
CYIIECTBEHHBIE  Yrpo3bl  Oe3omacHOCTH  WH(oOpmanuu. 3ammra JOJDKHA  CTPOUTHCS
suieoHupoBaHo. dusuyeckas 3ammuTa JOHKHA 0OecreynBaThesl GU3MUYECKUMU CPEICTBAMHU U
OpraHU3aIMOHHBIMUA MEPaMHU.

[Ipy moCTpoeHWHM, BHEAPEHHWU | OKCIUTyaTallid CUCTEMbl 3allUThl HHGOpMAIUU
pykoBoactBo I'BOY cpennas mkona Ne 318 oOecneunBaer ycinoBus s 3(PPeKTUBHOM
KOOpJMHAIINK JEHCTBHUI BCeX JIHII, 00eCTeUnBarOINX HHPOPMAITMOHHYIO O€30MaCHOCTbD.

IIpuHIUN CBOEBPEMEHHOCTH

Pa3paboTka cucteMbl 3aUTH HH(OPMALIMU JOIHKHA BECTUCH MAPAIIENBHO ¢ pa3paboTKOM
U  HUH(OPMAIMOHHOW CHUCTEMbI. OJTO TMO3BOJIUT Yy4yecTb TpeOoBaHHSA O€30MaCHOCTU IpH
MPOEKTUPOBAHNH apXUTEKTYpbl M, B KOHEYHOM cyere, co3arh Oonee 3(dekTuBHble HHPOPMALIMOHHbIE
CUCTEMBI, 00JIaJJatoIIHe TJOCTATOYHBIM YPOBHEM 3aILUIIIEHHOCTH.

IpuHIUN npeeMcTBEHHOCTH

[TocTosiHHOE COBEpIIEHCTBOBAHWE MEpP M CPEICTB 3alllUThl MH(GOPMAlMM Ha OCHOBE
MPEEMCTBEHHOCTH OPTraHU3AI[MOHHBIX U TEXHUYECKUX PELIEHUMH, KaJIpOBOTO COCTaBa, aHAIM3a
GYHKIIMOHUPOBAHUS WH()OPMAITMOHHBIX CUCTEM M CHUCTEMBI €€ 3alllUTHl C yY€TOM M3MECHEHHH B
METOJlaX W CpeACTBaX mepexBaTa HWHGOpPMAlUU, HOPMATHBHBIX TPeOOBaHWI IO 3alluTe
uH(pOpMaLUH.

IIpuHOMI 10CTATOYHOCTH



CooTBeTcTBHE YpOBHS 3aTpaT Ha oOecredyeHue HWHQPOPMAIMOHHON O€30MacHOCTH U
[IEHHOCTH MH()OPMAIIMOHHBIX PECYPCOB HA BEIMYMHY BO3MOXHOTO yIiepOa OT MX pasriamieHus,
YHUUTOXKEHUS U UCKaKeHUs. VIcronb3yemMble Mephl U CPeACTBa 3aLIUThl HHPOPMAIIUK HE TOJIKHBI
YXyIaTh 3PrOHOMUYECKHE TIOKA3aTeI KOMIIOHEHTOB HH(POPMAITMOHHBIX CUCTEM.

IIpuHUUN 0TBETCTBEHHOCTH

Bosznoxenne OTBETCTBEHHOCTH 3a obOecrieueHue Oe30macHOCTH HH(pOpMauu U ee
00paboTKM Ha Kaxaoro paboTHUKa B Mpefeliax ero MmojJHoMouuil. B cooTBeTcTBUU C 3THUM
NPUHIUIIOM paclpeieieHne MPpaB U 00513aHHOCTEH paOOTHIUKOB CTPOUTCS TAKUM 00pa30M, YTOOBI
B CJIy4ae JJ000ro HapyIieHus OblT U3BECTEH HAPYIINUTENb.

IpuHOMn 000CHOBAHHOCTH M TEXHUYECKOH peajiu3yeMocTH

HudopmalinoHHble TEXHOJIOTMH, NMPOTPAMMHBIE U MPOrpaMMHO-aIIapaTHbIe CPECTBa,
Mepbl 3alUThl WHGOPMAIMK JOJKHBI OBITh PEATU30BAHBI 0 COBPEMEHHBIM PEIICHUSIM,
000OCHOBaHbI C TOYKM 3pEHUs] JOCTIKEHMS 3aJaHHOTO YPOBHS 3alMIIIEHHOCTH HHPOpMAIMU U
HKOHOMHMYECKOH 11eJ1eCO00Pa3HOCTH, a TAKXKE COOTBETCTBOBATh YCTAHOBICHHBIM HOPMaM M TPEOOBaHUSIM
1o 6e30macHOCTH HH(POPMAIIHH.

Ipunuun npodgeccuonaanima

Peanuzarus mep 3auuTbl HHGOPMAIIUN U SKCILTyaTalUsl CPEACTB 3aIIUThl HHPOpMAIHH
JIOJDKHA OCYHIECTBISTHCSA MPOPECCHOHATLHBIMU CIICIIUATUCTAMHU.

[TpuBneyeHne cuenuaTu3UPOBAHHBIX OPTaHU3AIMHN K pa3pab0TKe CPEACTB U pealn3aliu
Mep 3amMThl WH()OPMAIWU, IOATOTOBICHHBIX K KOHKPETHOMY BHIY JCSATCIBHOCTH TIO
obOecrieueHn0 0Oe30macHOCTH WHGOPMAIIMOHHBIX PECYPCOB, HMMEIOUIMX OIBIT MPAKTHYECKOU
paboThI U JIMILIEH3UU HAa IPABO OKa3aHMsI YCIYT B 3TOM 00J1acTH.

[IpuHUKUN MUHUMU3AIUH NTPUBUJIETHIl OJIb30BaTe el

Obecnieuenne TOJB30BATENCH TMPUBWICTHSAMA MHHAMAIBHO —JOCTATOYHBIMU IS
BBITIOJIHCHHSI UMHU CBOMX JIOJDKHOCTHBIX 00si3aHHOCTEl B ' BOY cpennss mkoma Ne 318.

OCHOBHBIE TPEBOBAHUA 110 3AIMTE UHOOPMALIUN
OI'PAHUYEHHOTI'O JOCTYIIA

Cucrema 3amuThl HTHPOPMAIIUK JJOJDKHA MIPelycMaTpUBaTh KOMIUIEKC OPraHU3allMOHHbIX,
IPOrpPaMMHBIX U MPOTrPaMMHO-ANMNapaTHRIX CPECTB U MEp IO 3aliuTe HHPOpPMAIUK B IIpoLiecce
ee 00paboTKH.

Boinonnenne TpeboBaHMM  JOoCTUraeTcs 3a CUeT pealu3alud  Ha  O0bEeKTax
UH(pOpPMaTH3aLKUU Mep T10 3aluTe HHPOpMaLUu:

® UJeHTU(PUKALUU U ayTeHTU(PHUKAIUU CYObEKTOB JOCTYyNa U 00BEKTOB J0CTYIA;
YIPaBJIEHUIO 1OCTYIIOM CYOBEKTOB JOCTYIA K 00BbEKTaM JOCTYIIa;
OTpaHUUYEHUIO TPOIPaMMHOM Cpeibl;
3alllMTe MAlIMHHBIX HOCUTENEH MEPCOHANBHBIX JaHHBIX;
perucrpanuu coobITHI 0€30aCHOCTH BO BCTPOEHHBIX KypHanax [10;
AHTUBHMPYCHOM 3aIlNTE;
0OHapYKEHHUIO BTOPKEHUIH;
KOHTPOJIIO (aHAJIN3Y) 3alIUIEHHOCTH NEPCOHANbHBIX JaHHBIX;
00€CTeYeHNI0 IeJIOCTHOCTH HMH(OPMAIIMOHHOM CHUCTEMbl U TEPCOHAIBHBIX
JTAaHHBIX;
00ecnevyeHnIo TOCTYTHOCTH EPCOHANIbHBIX JaHHbIX;
®  3AIIUTHI TEXHUYECKUX CPEJCTB;
® 3aIIUTHl MHQOPMAIIMOHHOM CHCTEMBI, €€ CPEICTB, CUCTEM CBSI3U U Mepeladyu
JTAaHHBIX;
® BBISBJICHUIO HHIUJCHTOB U pearupoBaHKe Ha HUX;
® yOpaBleHUIO KOH(puUrypamueil HHPOPMAIMOHHON CHCTEMbl M CHCTEMBI 3aIIUTHI
MEPCOHAIBHBIX JaHHbBIX.



I'BOY cpennss mkona Ne 318, kak o6smagarens HHOOPMAIIK OTPAHUICHHOTO JTOCTYTIA, TIPH
OCYIIECTBIICHUU CBOMX TpaB 00s13aHO:

coOiroaaTh npaBa M 3aKOHHbIE HHTEPEChl MHBIX JIULL;

NPUHUMATh HEOOXOAUMBIE MEPHI IO 3alIUTE HHPOPMAIIUH;

OTpaHMYMBATH JIOCTYH K UHPOpMaluu, €clid Takas OOS3aHHOCTh YCTaHOBJICHA
3aKoHoAarenbCcTBOM Pocculickoit denepanuu.

B tom umcne I'BOY cpennsis mkona Ne 318, BhpaBe eciivi MHOE HE MPETYyCMOTPEHO
3aKoHoaarenbecTBOM Pocculickoit denepanuu:

pazpeiiaTh WIM OTPaHUYUBAThH JOCTYI K MH(POPMAIUH, ONPEENIATh MOPAIOK U YCIOBHS
TaKOro J0CTYIa;

UCIIOJIb30BaTh UH(POPMAIUIO, B TOM YHCIIE PACIPOCTPAHSTH €€, 10 CBOEMY YCMOTPEHHUIO;

nepeaaBath WHGOPMALMIO JPYrUM JIMIIAM Ha YCTAHOBJICHHOM 3aKOHOAATEIbCTBOM
Poccuiickoii denepanyiu 0CHOBaHUH;

3alUIIATh YCTaHOBJICHHBIMH 3aKOHOIATeNbCTBOM Poccuiickoit deneparnyu crocobamu
CBOM IIpaBa B CiIy4ae HE3aKOHHOTO MOJy4eHHs] MHPOpMaIuu, €€ HE3aKOHHOTO MCIOJIb30BaHUS
VHBIMHU JIMIIAMY;

OCYIIECTBIISITh MHBIE NEUCTBUS C MH(POpPMAIUEH WM pa3peliaTs OCYIIECTBICHUE TAaKUX
NeMCTBUH, €CITM 3TU JCUCTBHS HE MPOTHBOpEYaT (heepabHbIM 3aKOHAM M APYTMM HOPMAaTHBHO-
MpaBoOBBIM aKTaM Poccuiickoit denepanuu.

3ammra wuHOOPMAIMM OTPAaHMYEHHOTO JOCTyla NPEACTaBIsieT COOOH MpUHSATHE
OpPraHU3aIMOHHBIX U TEXHUYECKUX MEp, HAIIPABJICHHBIX Ha!

coOmosieHre  KOH(pUICHIUATBHOCTH HH(OpManuu (MCKIIOYEHHE HEIMpPaBOMEPHOTO
JOCTYyTa, KOMMMPOBAHUS, IPEIOCTABIICHUS IIM PacTpoCTpaHeHHsI UH(pOpMaILin);

o0ecriedeHne 1eNOCTHOCTH HH(pOopManuu (MCKIIOYCHUE HEMPABOMEPHOTO YHHUYTO)KEHHS
WU Moau(pUITEPOBaHUS HH(GOPMAITUH);

peamu3anyio TmpaBa Ha JOCTyn K wuHGpopManuu (MCKIIOYEHHE HETPaBOMEPHOTO
OJIOKMpPOBaHKS HHPOPMAILIHH ).

CpenctBa 3amuThl MH(GOPMALMU BHEAPSAIOTCA IO pE3yiabTaTaM IPOBEIEHUS OLIEHKU
PHUCKOB HH(POPMAIIMOHHON 0€30IaCHOCTH.

Opranunzanus 3amuThl HHGOpManuu

[Tpu opranmzaumu B ['BOY cpennss mxonma Ne 318 3ammrtel mH(DOpMAuu, TOMKHBI
BBITIOJHATHCS TpeOoBaHust DeaepanbHoro 3akona ot 27.07.2006 Ne 149-d3 «O6 unbopmarnmu,
UH(POPMAILIMOHHBIX TEXHOJOTUAX U O 3aIlUTe MH(OPMALIUI, KOTOPbIE PEryJUpyl0T OTHOIIECHUS,
CBSI3aHHBIE C YCTAaHOBJICHHEM, U3MEHEHHEM U MPEKpaIICHUEM pexuma o0paboTKU 3aIMIaeMon
uHpopmaim. B TomM uucrne TpeGoBaHMS O 3amuUTe HWHPOPMALMH, HE COCTaBISAIOIIEH
rOCy/IapCTBEHHYIO TailHy, coOJepiKalleiicsi B rocyAapCTBEHHBIX HMH(OPMALIMOHHBIX CHUCTEMax
yrBepxkaeHHbIe pukazoM @CTIK Poceun ot 11.02.2013 Ne 17 «O0 yrBepxaeHuH TpeOoBaHUi 0
3amTe HMH(OpManMM, HE COCTaBJSIONIEN TOCYJapCTBEHHYIO TailiHy, coJepskauieiicss B
rOCYJapCTBEHHBIX WH(MOPMALMOHHBIX CHCTEMax» JMJIs TOCYAapCTBEHHBIX HH(OPMALMOHHBIX
cucreM 1o kotopbiM ['BOY cpennss mxkona Ne 318 sBisercs Oneparopom.

B I'BOY cpennsisa mkona Ne 318 momuMo peann3alui OCHOBHBIX Mep 3aIllUThl HH(pOpMaLuu
OCYILECTBISETCS

® peryisipHas OLEHKa M YIpaBlieHHE pUCKaMU MH(OPMALMOHHON O€30MacHOCTH B
COOTBETCTBUH C YCTAaHOBJICHHBIMH MPOLIEAYPAMH B 00JIACTH YIPABICHUS PUCKAMH;

e uH(popMupoBaHue, oOyueHHe M TOBbIIIeHUE KBanu@ukanuu padorHukoB ['BOY
cpennsis mkosia Ne 318 B chepe nHbOpMaImoHHONW O€30MaCHOCTH;

e MeTOoAMYECKas MOMOIIb pabOTHHKAM B BOIIpOcax oOecredeHns HHPOPMALMOHHOM
0e30I1acHOCTH;

® aHaJM3 U MOUCK BO3MOXHOCTEH MO MOBBIIIEHUIO YPOBHS 3alIUILIEHHOCTH
uH(pOopMaLUH.



Hns opranmzamum 3anmthl uHGopManmu ['BOY cpennsst mkxoma Ne 318 Bmpase
NPUMEHATh CPEACTBA W METOAbl TEXHUYECKOW 3alllUThl, MNPEANPUHUMATH JPYrHe, He
MPOTUBOpEYAIUE 3aKOHOAaTeIbCTBY Poccuiickoit dexnepaiuu, Mephl.

Oco0eHHOCTH 321U THI EPCOHATbHBIX TaHHBIX

[Ipu o6padotke B I'BOY cpeansis mkona Ne 318 mepcoHaNIbHBIX JTaHHBIX HEOOXOIMMO
PYKOBOJACTBOBaThcs  TpeOoBanusimu — PenmepanbHoro  3akoHa ot 27.07.2006  Ne
152-®3 «O nepcoHaNbHBIX TaHHBIXY.

[lepeuens mep, BeIoNHEHHE KOTOpHIX obecneunBaer ['BOY cpennsas mkoma Ne 318 B
KaueCcTBE OMEepaTopa MepCOHANTbHBIX IaHHBIX, TOJDKEH BKIIOYATh:

HasHaueHue B 'bOY cpennsis mxosa Ne 318 oTBETCTBEHHOTO 32 OpraHu3aIiiio 00padboTku
MEPCOHAIBHBIX JaHHBIX;

pa3paboTKy [TOKYMEHTOB, OIPEACISIONMX TMpaBWia B OTHOIIEHUH OOpabOTKH
nepcoHanbHbix JaHHBIX B ['BOY cpegnss mkona Ne 318, joKadbHBIX aKTOB IO BOIPOCAM
00paboTKM EPCOHATBHBIX JaHHBIX;

NPUMEHEHHE OpPraHM3allMOHHBIX M TEXHHYECKHUX Mep IO oOecrnedeHuto 0e30MacHOCTH
IIEPCOHAIBHBIX JAHHBIX B COOTBETCTBUU O cTaTbell 19 denepanbHoro 3akona ot 27.07.2006 Ne
152-®3 «O nepcoHaIbHBIX JAaHHBIX ),

BBITIOJIHEHHE TPEOOBAHUMN 110 COCTABY U COJAEPKAHUIO OPTaHU3AIMOHHBIX U TEXHUYECKUX
Mep 1o obecrneueHU0 O€30MacHOCTH TMEPCOHAJBHBIX JaHHBIX NpU HX 00paboTke B
MH(OPMaLIMOHHBIX CUCTEMAaX MIEPCOHANBHBIX TaHHBIX yTBepkAEHHBIX [Ipukazom ®CTIK Poccun
or 18.02.2013 Ne 21 «OO6 yTBepX,ACHUM COCTaBa W COJAEPKAHUS OPraHHU3AIMOHHBIX U
TEXHUYECKUX Mep Mo o0ecriedeHno 0€30IacHOCTH MEePCOHATBHBIX TaHHBIX TPU UX 00paboTKe B
MH(OPMAILIMOHHBIX CHUCTEMaX MEPCOHANBHBIX JaHHBIX);

OIICHKY Bp€lla, KOTOPBI MOKET OBbITh MPUYMHEH CYOBEKTaM MEPCOHAIBHBIX JAHHBIX B
ciydyae HapymeHuss @exnepanbHoro 3akoHa No 152-D3, cooTHollleHME YKa3aHHOTO Bpeaa U
IPUHUMAEMBIX ONEPATOPOM MEp, HAIIPABJIEHHBIX HAa 00ECIIEYEHHE BBIIIOJIHEHUS 00sI3aHHOCTEH,
npeaycMoTpeHHbIX PenepanbHbiM 3akoHOM Ne 152-D3;

o3HakomiieHue pabotaukoB ['BOY cpemuss mkona Ne 318, HemocpeAaCTBEHHO
OCYIIECTBIISIONINX 00pa0OTKY MEPCOHANBHBIX IaHHBIX, C  TMOJOXKEHUSIMH  3aKOHOJATeIbCTBA
Poccuiickoit ®denepanuu 0 MEPCOHATBHBIX JIAaHHBIX, B TOM YHCJIE€ TPEOOBAHUSMU K 3aIllUTE
MEPCOHANBHBIX JaHHBIX, TOKyMEHTaMU, ornpeneistommmu Tpedosanus ['bOY cpennss mkomna No
318 B oTHOmEHMH 00paOOTKM TEPCOHANBHBIX aHHBIX W OOy4YeHHe, NpU HEOOXOIUMOCTH,
YKa3aHHBIX PaOOTHHUKOB.

O6ecneyeHune 6€30MaCHOCTH NMEPCOHATBHBIX JAHHBIX JOCTUTAETCS, B YACTHOCTH:

OTIpeNIeNIEHUEM YTPO3 U HapyIIUTENel Oe30MaCHOCTH MEPCOHANBHBIX — JIAaHHBIX TMPU  UX
00paboTke B MH(YPOPMAIMOHHBIX CUCTEMAX MEPCOHATBHBIX JTAHHBIX;

ONpEAEIICHUEM YPOBHS 3alllMIIEHHOCTH MEPCOHANBHBIX JAHHBIX B COOTBETCTBUHM C
tpeboBanusimu [loctanosnenus [IpasurensctBa Poccuiickoit deneparuu ot 01.11.2012 Ne 1119
«O0 yrBepxkIeHNH TpeOOBaHMN K 3alluTe MEePCOHATBHBIX JaHHBIX MpPU HX 00paboTKe B
MH()OPMAIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JTAHHBIX);

OIIEHKOM (P (PEKTUBHOCTH MPUHUMAEMBIX MEp MO 3alUTe MEePCOHATBHBIX TAaHHBIX [0
BBO/Ia B OKCIUTyaTaI[Mi0 MHPOPMAIIMOHHON CUCTEMBI IEPCOHATBHBIX JAaHHBIX;

BOCCTaHOBJICHUEM MEPCOHAIbHBIX JIAHHBIX, BCJIEZICTBUE MOJy4eHUS
HECaHKITMOHHUPOBAHHOTO JIOCTYIIA K HHUM;

YCTaHOBJICHHEM TMPaBWJ JOCTyNa K TMEPCOHAIBHBIM JaHHBIM, O0OpadaThIBaeMbIM B
WH(POPMAIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JTaHHBIX, a TAKKe OOECTICUCHHEM PETHCTPAlUH U
yueTa BceX JEHCTBHI, COBEPIIaeMbIX C IEPCOHANBLHBIMU TaHHBIMH B HH()OPMAIIMOHHBIX CUCTEMAX
MIePCOHAIIbHBIX JIAHHBIX;

KOHTPOJIEeM 3a TpPUHUMaeMbIMH MEpaMH [0 3alllUTe TEePCOHANBHBIX JaHHBIX W
OTIPEIETIEHHOTO YPOBHS 3aIMIIEHHOCTH HH(POPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JTAHHBIX B
IpoLEecce ee IKCIUTyaTaliu.



OCHOBHBIE TPEBOBAHUSA K ITPOLHECCAM OBECIIEYEHUSA
WH®OPMAIIMOHHOM BE30OIIACHOCTH

Metoanueckoe pPYKOBOJCTBO, pPa3pabOTKy pemieHuil 1o 3ammre WHQOpMaluy,
corjacoBaHuE€ BbIOOpA CPEACTB BBIYMCIUTENBHOW TEXHHMKH, MPOTPAMMHBIX W MPOrPaMMHO-
anmapaTHbIX CPEACTB 3alIUTHl MH(OpMALINKU, OPraHU3aIMI0 paboT MO BBISIBICHHIO BO3MOKHOCTEH
U TPEeayNpeKICHUI0O YTeYKHM U CBOMCTB 3alIMIaeMoil MHGOpMallUu, aTTECTallMI0 OOBEKTOB
UH(POPMATU3ALUHN OCYIIECTBISIOT KOMIETEHTHBIE CTPYKTYpHbIe noapasaeneHus [ bOY cpennsis
mikona Ne 318.

Puznyeckas 0e30MaACHOCTH

[IpuHsTHIE OpraHU3alMOHHBIE M TEXHUYECKHME MEphl 1Mo 3amure nomemenuii ['bOY
cpenusist mkosia Ne 318, cepBepHOro U KOMMYTAIIHOHHOTO 00OPY/I0BaHMSI, aBTOMATH3UPOBAHHBIX
pabounx MecT mojb3oBareneii mHpopManuoHHbIX cucteM ['BOY cpemnsas mkoma Ne 318
o0ecrieunBarOT pean3aluio CIECIYIOIUX Mep 10:

pasrpaHu4eHuIo goctyna pabotHukoB B nmomemieHus ['bBOY cpennss mkona Ne 318 B
COOTBETCTBUH C UX MOJTHOMOYHUSAMH U JOJDKHOCTHBIMH OOSI3aHHOCTSAMU;

KOHTPOJIMPYEMOMY NpeObIBaHHIO PaOOTHUKOB M mocTopoHHHMX Jull B ['BOY cpennss
mkoia Ne 318 B momemieHus, B KOTOPBIX BeAeTcsi oOpaboTka WH(MOpMAIMKU OrpaHUYCHHOTO
JOCTYTIa U pa3MeIIeHbI amapaTHble cpecTBa HHPOPMALIMOHHON CUCTEMBI;

OpraHu3alliil  peXHMa KOHTPOJIUPYEMOTO BHOCA/BBIHOCA  CPEICTB  00pabOTKH
uHpopmanuu.

[Tomemenus 'bOY cpennsist mxona Ne 318 nomxHbl 000py10BaHbl I€TEKTOPaMU OTHS U
JbIMa, OTHETYIIUTENSIMHU, CPEJCTBAMHU OXPaHHO-TI0KAPHOW CUTHAIIM3AIIHH.

OcHoBHOE cepBepHOE U KoMMYyTalmoHHoe obopynoanue ' bOY cpennss mxkona Ne 318
JOJKHO OBITh 3alIMIIEHO OT IepeboeB B Mojayde d3JICKTPOIHEPTHH MyTeM MOAKIIOUYECHUS K
AIIEKTPOCETH C MPUMEHEHUEM HCTOYHUKOB OecrepeOOiHOTO TUTaHusl.

[lopTatuBHBIE TEXHUYECKHE CpEACTBA HE JIOJDKHBI OCTaBaTbcsd 3a IMpeaeraMu
koHTponupyemoit 30HbI ['BOY cpemnsisi mikona Ne 318 6€3 KOHTpOJISI CO CTOPOHBI paOOTHUKOB
I'bOY cpennsisa mkosa Ne 318.

be3onacHocTh Ha paboyem MecTe

3anpeniaercs BECTH 3alUCh Napojeil B OTKPHITOM BUJE HAa MaTepUATIbHBIX HOCUTENS, 32
UCKJIIOYEHHEM CIIy4aeB, perjaMeHTHPOBAHHBIX METOI0B XPaHEHHUSI.

JIOKyMEHTBI U HOCUTEN! ¢ HH(pOpMalueil OrpaHHYEHHOTO JIOCTYIA JOJKHBI yOUpaThes B
ormievarpbiBaeMble Mecta (ceidrl, mkapsl W T.I.), MpU yXxoJae ¢ padouero mecrta. Ha
aBTOMaTU3MpOBaHHOM pabouem Mecte [lomp3oBatens pabodasi ceccusi JOKHA OBITH MIpepBaHa,
pabounii croyn 3abmokupoBaH. Bxon mosip3oBaTenss B CHUCTEMY HE JOJDKEH BBITIOJHATHCS
ABTOMATUYECKHU.

JIoKyMeHTBI, conepkalue HHGOPMAIMI0 OTPAaHMYEHHOTO JOCTYNa, JOJDKHBI cpasy
M3bIMATHCS U3 NIEYATAOIINX YCTPOUCTB.

[Ipn wucnonb30BaHUM MOOWMIIBHBIX TEXHUYECKHUX CPEACTB HEO0OXOIMMO COOJII0/1aTh
JIOTIOJIHUTENBHBIE MEPBHI MO0 periaMeHTAIlM U KOHTPOIIO HCMOJIb30BaHUS B MH(DOPMAIIMOHHOU
CUCTEME MOOMIIbHBIX TEXHUYECKUX CPEJICTB.

Haxoxnenue npeacraButeneil IOPUAWYECKUX JIUI[ B PaMKax HCIOJHEHHUS JOTOBOPHBIX
0053aTe’IbCTB B MOMELICHUSIX B KOTOPBIX Beaercs o0paboTka MHGOpPMAlUKU OrpaHUYEHHOTO
J0CTyTa MH(POPMAITMOHHON CHCTEMBbI, BO3MOXKHO TOJIBKO B CONIPOBOXKIEHUN pabdoTHuKa ['BOY
cpennsisa mkoia Ne 318, nonmyieHHOro 10 00paboTKH TaKoH HHPOPMAITUH.

Pa3merienne TeXHUYECKUX CPECTB BbIBOAa nH(popmanuu B momemnieHusix ['bOY cpennsis
mkosa Ne 318 mpou3BOAMUTCS C YYETOM HCKIHOYEHHS BO3MOMXHOCTHM BU3YaJbHOIO MPOCMOTPA
uH(pOpMaIlMM TTOCTOPOHHUMH JIMIIaMU U pa0OTHHKAMH, HE JOMYIIEHHBIM K paboTe ¢ JaHHOMN
uH(popManuei.



TexHuueckue cpencTBa JOJKHBI pa3MEINaTbCsl U XPAHUTHCS TaKMM OOpa3oM, 4TOOBI
COKpPATUTh BO3MOXKHBII PUCK MOBPEXACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOIO JOCTYTIA.

TexHuuyeckoe 00CayKMBaHUE 000PY10BAHUS

Texunueckue cpeactsa 'BOY cpeansist mikosna Ne 318 10KHBI IPOXOAUTH HA PETYJISIPHOM
OCHOBE CEpBHCHOE OOCIYy)KMBAaHHE B COOTBETCTBUM C PEKOMEHJALMSIMM IPOU3BOAMUTENEH
000py1I0BaHUs.

PeMOHT M cepBucHOe o00ciaykMBaHHE OOOPYAOBAaHUS JOJDKHBI BBINOJIHATHCS TOJBKO
KBAJTM(UIUPOBAHHBIMY CIICIIHATTUCTAMH.

TexHuueckoe oOCIyKHBaHHE OOOPYIOBAHUS CTOPOHHMMHU OpPraHU3ALMSIMU HE JOJKHO
NPUBOJUTH K PUCKY HapyLICHUs KOHPHUICHIIMATHHOCTH 3alIUIaeMOi HH(OpMAIIHH.

B3aumojeiicTBHe ¢ TPeTHbUMH JTHLIAMHA

B nemnsix obecnieuenust uapopmarmonHoi 6e3onacuoctu 'bOY cpennsist mkona Ne 318 mpu
B3aMMOJCHUCTBUU C TPETHUMHU JIMLAMH IOJKHO BBIIOJIHATH CIEAYIOINE MEPOIPUATHS 110:

3aKJIIOYCHUIO COTJIAIICHUS O HEepasMIalleHuH WHGOpPMAlUU OrPaHMYCHHOTO JOCTYIa
HOJY4YEHHON B X0J1€ UCIIOJHEHMS IOTOBOPHBIX 00513aTEIIbCTB;

OCYILIECTBJICHUIO KOHTPOJIS 3a JAEMCTBUSMM IIPEICTaBUTENICH KOHTPAreHTOB B Mpeesiax
KoHTposipyemou 3086l [ BOY cpennsis mkomna Ne 318.

YupasieHue ;KU3HEHHBIM LUKJIOM HH(POPMALMOHHBIX CHCTEM

MeponpusTus B porecce JKU3HeHHOr o LiuKia nHpopMaunoHHbix cucteM [ BOY cpennss
mkoia Ne 318 momkHBI OBITH HANIPABIECHB HA 00ECIIEYeHUE 3aIUThl HH(POPMALIUU TIPH BBOJE B
JEICTBHE, IKCIITyaTallu, COIPOBOKIEHUU U MOAEPHU3ALIMH, BBIBOJA U3 3KCILTyaTalluu.

OcHoBaHueM Ipu pa3paboTke MHPOPMAIMOHHBIX CHUCTEM JOJDKHBI SIBISTHCS PELLIECHUS
HPUHATHIC HA CTAAUU (OPMHUPOBAHUS TPeOOBaHUM, CoJiep)Kallie TpeOOBaHUS B TOM 4YHCIE IO
CHCTEME 3aIUThl HHPOPMAIUH.

JIroboe mulaHMpyeMoOe K BHEAPEHUI0 HU3MEHEHHe HH(GOPMAIMOHHONH CHCTEMBI
IIPEIBAPUTENBHO JOHKHO OBITh MPOAHATM3UPOBAHO HA COBMECTUMOCTb M OTCYTCTBHUE HAPYILIEHUI
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHUCJIE€ CPEACTB 3alUThI HH(OPMALIUH.

Pabotbl mo moaepHu3zanuu MHOOPMALMOHHOW CUCTEMBI, B TOM YHUCIIE IO YCTaHOBKE
IPOTrpaMMHOr0 obecrieueH st 1 0OHOBIICHUH, 10JKHBI IPOBOJUTHCS B HEpabouee BpeMs WK BpeMs
HauMeHbIIIeH paboueil Harpy3KHu.

[Tpu BbIBOJE W3 SKCIUTyaTallud WH(POPMALMOHHBIX CHUCTEM JOJDKHO OOECTIeYMBATHCS
rapaHTUpOBaHHOE yjajeHue oOpaldaThiBaéMONM U XpaHUMOW B HUX HHPOpMaluu C
UCMOJIb30BAaHUEM CPEJCTB TapaHTHMPOBAHHOTO YHUYTOXKEHUS MH(OpManMM WIM IyTeM
($U3NYECKOTr0 YHUUTOXKEHHSI HOCUTENel HHPOpMaIuu.

Bce npoueaypsl obecnieuenust 3auuTel nHGopManuu, ycraHosneHHsle B [ BOY cpennsis
mkosa Ne 318 B oTHomEHHMH WH(DOPMAIIMOHHBIX CHUCTEM, JOJDKHBI BBINOJHATHCS U
KOHTPOJHMPOBATHCS OTBETCTBEHHBIMU JIMIIAMH 332 OPTaHU3aINI0 paboT M0 3aluTe HHPOpMaIUK.

KonTpousb nocryna k muHGpopMannoHHbIM CHCTEMaM

Bce paGothuku I'BOY cpemnss mkoma Ne 318, nomymeHHble K paboTe c
MH(OPMALIMOHHBIMU CHCTEMaMH HECYT NE€PCOHAJIbHYI0 OTBETCTBEHHOCTh 3a HapyLICHUS
YCTAHOBJICHHOT'O MOPsJIKa 00pabOTKN MHPOPMALIUH.

YpoBeHb MOJHOMOYMI TMosib3oBarenss B HMH(opmanuoHHOW cucrteme ['BOY cpennss
mkoia Ne 318 nomkeH onpenessaThesl B COOTBETCTBUHU C €T0 JOJKHOCTHBIMHU 00SI3aHHOCTSIMU.

Hoctyn monws3oBareneld Kk nuHpopmannoHubiM cucteMaM ['BOY cpennsis mxoma Ne 318
JIOJKEH KOHTPOJIMPOBATHCS a]MUHUCTPATOPOM MH(POPMALTMOHHON CUCTEMBI.

OcyuecTBienue PETYIISIPHOTO KOHTPOJIS BBITIOJTHEHUSI OpraHU3aIOHHO-
pacropsaUTENbHBIX JOKYMEHTOB, KacarolIMXCs perjiaMeHTaluu Jaomycka pabotHukoB ['BOY
cpenusis mkosa Ne 318 k H”HGOPMAIIMOHHBIM CHCTEMaM.

NpenTuduxkanusa u ayreHTUPUKALUA

Hoctym mons3oBareneid K tHPOPMAIMOHHBIM CHCTEMaM JIOJKEH TPET0CTaBIIATHCS TOJIBKO
MoCJie YCIEIIHOTO 3aBepIIeHHs UIEeHTU(UKALUHY, AyTeHTUPUKALIUH.
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[Tonyyenue monp30oBaTeeM HMEHU B HMH(POPMALMOHHON CHCTEME M Mapoiis, KOTOpbIE
o0ecreunBaOT JOCTYH K HMH()OPMAIMOHHOW CHCTEME, JOJDKHO OCYILECTBISATHCS IO
MPEJICTABICHUIO PYKOBOIUTEIIS CTPYKTYPHOTO TIOIpa3AeiCHUsI.

YupasieHue 10CTynIOM

B I'bOY cpennsisi mikona Ne 318 AOMKHO OCYIIECTBISITECA YIPaBICHHE TOCTYIOM K
UH(POPMALIMOHHOM CHCTEME MOCPEICTBOM pealn3alliil HEOOXOIMMBIX METOIOB, TUTIOB U MPABHII
pasrpaHUYeHHs JOCTYIa Mojb3oBaTessiM nHpopmamronHoit cucreMbl ' BOY cpennss mkoma Ne
318. B Tom uucine obecrieueH 3alUIICHHbIA YIaTCHHBIA TOCTYI CYOBEKTOB JIOCTYyINa K 00bEKTaM
JOCTyTa yepe3 BHEeIHNE NHHOPMAIIMOHHO-TEIEKOMMyHUKAIIHOHHBIE CETH.

BesonacHocth npu padore ¢ HocuTeaAMH HHGOPMALUT

Pa6ornuku I'BOY cpennss mkoma Ne 318 momKHBI MCHOJIB30BaTh TOJBKO YYTCHHBIC
CbEMHBIC MAIIMHHbIE HOCUTENH HWH(POpPMAIMM JJIsl BBIIOJHEHUS CBOMX JOJDKHOCTHBIX
o0s13anHOCTEH. VIcoap30BaHNe CheMHBIX MAIIMHHBIX HocuTenei nadopmamuu B I'BOY cpennss
mikosia Ne 318 B MHBIX LIETISIX CTPOTO 3aIPEILECHO.

B cnydae xpaku WM MOTEpPU CHEMHOI'O MAIIMHHOTO HOCHUTENS MH()OpPMALUH, a TaKkKe
UHBIX MHIUACHTOB, KOTOPbIE MOTYT TPUBECTH K HApYIICHUIO CBOWCTB HWH(OpMALUU
OTPAaHUYEHHOTO JOCTYyIMa, JOJKHBI MPOBOJUTHCS MEPOIPHUSATHS IO PACCICJOBAHUIO TaKHX
MHIUCHTOB.

[Ipu BbIBOZIE M3 O3KCIUTyaTalldd CHhEMHOTO MAIIUHHOTO HOCHUTENS HH(OpMAaIuu, Bce
JlaHHbIE, XpaHSAIIMECS] HAa HEM, JOJDKHBI OBbITh YAAJEHbI OINpPENCICHHON KOMHCCHEW W3 4Hcia
pabOTHUKOB, CPEACTBOM IrapaHTHUPOBAHHOTO YHHUUTOKEHUS HH(POPMAIIUH.

@akT yHHYTOKEHUS HH(OpMAIMM HAa CHEMHOM MAIIMHHOM HOCHTeNe WH(pOpMAINH
bukcupyercss B akTe 00 YHUYTOKEHMH HMH(POpPMALMU CO CHEMHOTO MAIIMHHOTO HOCHUTENS
uH(pOopMaLUH.

Perucrpanus codbITHil

B I'BOY cpennsist mkoma Ne 318 1OmKHA OCYIIECTBISATHCS PETHCTPAIIUU COOBITUI
6e3omacHocTH cpencrtBamu 110 Ha Bcex komnoneHTax nHGopmannoHHbIX cucteM ['BOY cpenusis
mkoia Ne 318, B kKoTopeIx oOpabaTeIBaeTcs 3ammiaeMas HHPOpMarusi.

AHTHBHPYCHAS 32U TA

B nenax obHapykeHus U ycTpaHeHUs BpeJoHOCHBIX nporpamm B I'BOY cpennss mikona
Ne 318 momKHBI HCHIOTB30BATHCS CPEICTBA AHTUBUPYCHOH 3aIIUTHI HHPOPMAIUH.

O0s13aTeNbHOMY KOHTPOJIIO CpPEACTBOM aHTHBUPYCHOM 3alUThl MHPOpPMALUU JIOJKHA
nojuiexarp Jirobas uHpopMmauus (TeKcToBble ¢ailibl M00BIX (opmaToB, (aliiabl JaHHBIX,
UCIIOJIHSIEMBIE (Daiisibl), OTy4yaeMas U repeaBaeMast 1o JOKaIbHOM BBIYUCIUTENBHOM CETH B TOM
YHCJIEe U CETSIM OOIIEro MoJIb30BaHus, a Takke HH(pOopMalHs, XpaHUMasi Ha CbeMHBIX MAIIMHHBIX
HOCUTENSAX HH(OPMALINH.

[Ipu ycraHOBKE MNPOrpaMMHOrO oOOECleYeHHs WM €ero OOHOBJIEHHsS Ha CEBEpHOE
o0opy/soBaHUE JOKHA aBTOMATUYECKU BBIMOJIHATHCA IpelBapUTeIbHAsl MPOBEpKAa JAHHOTO
IPOrPaMMHOI0 0OecIieYeH s Ha OTCYTCTBHE BPEIOHOCHOT'O MPOTPaMMHOI0 00ECTIEYEHHU .

OO6HoBneHue 6a3 curHatyp AJis CpeACTBa aHTUBUPYCHOM 3alUTHl HH(POPMALIUK JOTKHBI
POMCXOIUTH MPU BBIX0JIE OHUIINATIEHOIO OOHOBJICHHUS.

[Tonws3oBarenu 6e3 npaB agMuHHMCTpaTropa HHpopmanmoHHoil cuctembl ['BOY cpennss
mkoiga Ne 318 He MOMKHBI MMETh BO3MOXKHOCTh IOJIYYEHMs JAOCTyNa K KOH(QUrypamuu
AQHTUBUPYCHOTO CPE/ICTBA 3AIUTHI WJIH €0 OTKJIIOUEHUSI.

KoHTpoJIb 321IMIIICHHOCTH NEPCOHATBHBIX JAHHBIX

B nensix uckiroueHus sKCIuTyaTaliy ysI3BUMOCTEH MPOrpaMMHOI0 00ecriedeHus JOIKHbI
IPOBOJIUTCS PabOTHl MO BBIABICHUIO, AHAIM3Y YSI3BUMOCTEH HH()OPMALMOHHOW CHUCTEMBI U
OlepaTUBHOE YCTpaHEHHE BHOBb BBIBJICHHBIX YsI3BUMOCTel. B Tom uucne opranuzanus
KOHTPOJISI YCTAaHOBKM OOHOBIJIEHHSI MPOTPAMMHOTO OOECTeYeHHs BKJIIOYAsi CPEJCTB 3alUThI
uH(pOpMaLUH.

Hcnonb3oBaHue NporpaMMHOro odecre4eHus
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Br16op mporpammHoro obecnedeHus s Npou3BOACTBeHHBIX HYX A [ BOY cpemnnsis
mikosia Ne 318 nosskeH nNpou3BOAUTHCS B IPUOPUTETE K OTEYECTBEHHOMY, BHECEHHOTO B EuHbIN
peecTp POCCUHMCKHUX MPOrpamMM Ui 3JIEKTPOHHBIX BBIUMCIMTENBHBIX MAlIMH U 0a3 JaHHbIX. B
Cllydae OTCYTCTBMs aHajiora B EAQMHOM peecTpe pOCCHHCKMX INporpamMm AJis 3JIEKTPOHHBIX
BBIUMCIUTENBHBIX MAllMH W 0a3 JaHHBIX JONYCKAaeTCcsd HCIOJb30BaTh MPOrPaMMHOTO
o0ecrieueHre UMIIOPTHOTO ITPOU3BOJICTBA.

HUcnonb3oBanue cpeacTB KpUNTOrpapuyeckoi 3ammrbl HHGOpMannu

Obecnieuenne 3amMThl  WHGOpPMAIMKA OTPAHMYEHHOTO JIOCTyNla OT  PACKPBITHA,
MoavduKany U HaBS3bIBaHUS (BBOJA JIOKHOM MH(pOpPMAIUK) NP ee nepenaye (MOATOTOBKE K
nepegaye) IO KaHalaM CBSI3M, MMEIOIIMM BBIXOJ 3a IPEAEbl KOHTPOJIUPYEMOM 30HBI
o0ecrneurBaeTcsi IPUMEHEHUEM CPEJICTB KPUNTOrpaduyecKoi 3auThl HH)OPMALIUH.

Hcnonb3oBanue 31eKTPOHHOM NMOYTHI

DJIeKTpOHHAas TouTa JI0JbKHA ucnonb3oBatbes B I'BOY cpennsia mxona Ne 318 ¢ nenbro
OpraHu3aluy OOMEHA JJIEKTPOHHBIMU COOOIICHUSMH MEXIy paOOTHHKAaMH U CyObEKTaMu
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

IIpu ucoap30BaHNNU HIEKTPOHHOM ITOYTHI 3aIIPELIACTCS:

oOMeH wuHpopMaIUel g CiIy)XeOHOTrO TMOJNb30BaHMs, a Takxke uHbopMaluei
OTrpaHUYEHHOIO0 JI0CTYIIA;

MPEIOCTaBICHUE JOCTyMa K AJIGKTPOHHOM IOYTE C HCIOJIB30BAaHHUEM JAHHBIX CBOEH
YUETHOM 3aIlMCH TPEThUM JIULAM;

myOJIMKAIUS CBOETO CIIY)KeOHOTO ajipeca JIEKTPOHHON MOYTHI B 3JIEKTPOHHBIX KATaJIOTax,
Ha IIOMCKOBBIX MallIMHAX U IPYTUX pecypcax ceTu IHTepHET B LIENsIX, HE CBSI3aHHBIX C UCTIOJIHEHUEM
CBOHUX JIOJKHOCTHBIX 00S3aHHOCTEH;

HNOJAMUCKA IO AJIEKTPOHHOW IIOYTE Ha pa3JIMYHbIE PEKJIAMHBbIE MaTEpUaJbl, JIUCTHI
PacChUIKH, JJIEKTPOHHBIC KypHajbl M T.A., HE CBA3aHHBIC C BBIMOJIHEHHEM IOJIb30BaTEIIEM
JIOJKHOCTHEIX 00S13aHHOCTCH;

OTKpBITHE (3aIlyCK Ha BBITIOJIIHEHUE) (HaliIOB, MOTYUYEHHBIX MO AJIEKTPOHHOMN MOYTE UK U3
pecypcoB cetu MHTepHET, 06€3 mpenBapuTeIbHON MPOBEPKH WX aHTUBUPYCHBIM IMPOTPAMMHBIM
o0ecreyeHneM.

Pabora B ceTsix 0011ero noJIb30BaHUS

I'BOY cpennsas mkoma Ne 318 octaBnser 3a coboif mpaBo OJOKHpPOBATh MU
OTpaHMYMBATh JIOCTYN pabOTHHKAM K CETSM CBSI3U OOLIEro MOJb30BaHMs, B TOM YHCIE CETU
WuTepHeT, conepkaHME KOTOPbIX HE MMEET OTHOLIEHWsS K HCHOJHEHUIO JIOJDKHOCTHBIX
00s13aHHOCTEH, a TaKkKe K UHPOPMALIMOHHBIM pecypcam, CoJIepKaHne U HallPaBJIEHHOCTh KOTOPBIX
3aIpelieHbl 3aKOHoAaTeNbCTBOM Pocculickon ®denepanuu.

[Tpu ucnons3oBanuu cetn MHTEpHET 3anpenieHo:

ucnosabp30Bath npenocrasineHHblii ' BOY cpennsisa mkona Ne 318 noctyn B cetb MHTEpHET
B JIMYHBIX LEJSIX;

MCIIOJIb30BaTh HECAHKIIMOHMPOBAHHBIE NPOrPAMMHBIE W IMPOTPAMMHO-alNapaTHbIC
CpPEJICTBA, MO3BOJISIOUINE MOTYYUTh HECAHKIIMOHUPOBAHHBIN JOCTYM K ceTu MHTepHeT;

nyOJIMKOBaTh, 3arpyXkaTb M PaclpoCTpaHITh MaTepHajbl COAEpKallie HEAOCTOBEPHYIO
undopmarnuto o 'BOY cpennsis mkona Ne 318, a taxoke panscudunuponats cBoit [P-aapec.

PesepBHOE KONMPOBaHME M BOCCTAHOBJICHHE JAHHBIX

Ocy1iecTBiIeHNE PE3EPBHOIO KOMMPOBAHHUS TOJKHO OCYILIECTBIISITHCS JJIS:

uHpopmaiun oOpabaTeiBaeMoil Ha (ail;ioBOM cepBepe M cepBepe IPUIIOKEHU,
MH(GOPMAITMOHHOM CHCTEMBI;

paboyux MeCT aAMUHUCTPATOPOB HH(POPMAITUOHHON CHCTEMBI.

YacroTa ¥ peKUM pe3epBHOIO KOMMPOBAHUS YCTAHABIMBAIOTCS TaKUM 00pa3oM, 4TOObI
o0ecreynTh MUHUMANIbHYIO MTOTEPIO TaHHBIX U ONEPaTUBHOE BOCCTAHOBJICHHUE.
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Hactpoiika pe3epBHOro KONMMPOBAHUS M BOCCTAHOBJICHMS PECYPCOB HMH(OPMAIMOHHBIX
cucteM 'BOY cpenuss mkona Ne 318 10KHBI TPOBOAUTH YIOJTHOMOYEHHBIE PAOOTHUKH LITKOJIBI
Ne 318.

Pe3epBHOe komupoBaHUE JODKHO OCYHIECTBISATBCS B aBTOMAaTHYECKOM PpEXHUME C
IPUMEHEHUEM OTEYECTBEHHOr'O CIELUAIN3UPOBAHHOIO CPEJCTBA PE3EPBHOIO KONHMPOBAHUS C
JNEHCTBYIOIUM CEePTU(HUKATOM COOTBETCTBUSI O TpeOOBaHMAM 0e30MacHOCTH HH(OpMaIH
OCTOIK Poccun.

OCHOBHBIE TPEBOBAHMUS K ITIPOLHECCAM YIIPABJIEHUSA
WH®OPMAIIMOHHON BE30ITACHOCTBIO

MoHuTOpUHT HHGPOPMAITMOHHOI 0€301MACHOCTH

Ha mocrostHHO#1 OCHOBE JOJKEH MPOBOIUTHCA KOMIUIEKCHBIN aHaN3 (PyHKIIMOHUPOBAHHS
uHpopmanmonHoit cucremMbl ['BOY cpennsis mkosma Ne 318 M BO3HHMKAIOMUX COOBITUN
UH(POPMALIMOHHOM 0€30MaCHOCTH.

ITpouiecc MOHUTOPHUHIA CUCTEMBI OOeciedeHus] HHPOPMAIIMOHHON 6€30I1aCHOCTH J0JIKEH
BKJIIOYATh B ce€0s1 KOHTPOJb OPraHM3AlMOHHBIX U TEXHHYECKHUX MEp IO 3alluTe MH(OpMAIHH,
aHaJIM3 apaMeTpoB KOHPUTypalMyi U HACTPOIKHU CPE/ICTB 3aIUThl UHPOPMALIUH.

[Tpu npoBegeHNM KOHTPOJIbHBIX MEPOIIPUSATHI, CBS3aHHBIX C OLIEHKOH pean3aluu Mep 1o
samure uHpopmarun B ['BOY cpennsas mkona Ne 318, ynoaHoMoueHHbIE paOOTHUKU JTOJKHBI
HNPUIEPKUBATHCS CIEAYIOMNX PUHIUIIOB!

He HapyumaTh GyHKIMoHupoBanue aestenbHocTH ['bOY cpenusis mxona Ne 318;

JIeIICTBOBATh B COOTBETCTBUU C YTBEPKIACHHBIMU OpPraHU3alMOHHO-PaCcIOPSANTEIbHBIMU
nokymentamu I'BOY cpennsist mikona Ne 318 o 3amure nHbopManuy;

HE CKpBIBATh (haKThl BBISABICHHBIX COOBITHI MH(OPMAIMOHHOH 0€301acHOCTH;

OoOpMIATH OTYETHI, NOATBEP)KJAIOIINE BBHIMOJIHEHUE MEPONPUATHA [0 3aluTe
uH(pOopMaLUH.

HNudopmanus, noiaydyeHHas B XOJ€ IPOBEACHUS KOHTPOJIMPYIOIIUX MEPONPHITUH O
NEUCTBUAX, COOBITUSAX W TapamMeTpax, MMEIOMIMX OTHOIICHHME K peaM3alliyd Mep IO 3alluTe
uH(popMaLuy, 10JDKHA KOHCOIUIMPOBATHCS U XPAHUTHCS B MECTaX, UCKIIIOYAIOLIUX MOJyYeHUE K
HEW HECAaHKIIMOHUPOBAHHOTO JI0CTYIA.

YnpasJieHue pucKkamu

Omnpenenenne BHyTPEHHUX TPeOOBAHUM 10 3aIIUTE UHPOPMALIMH, TOJKHBI OCHOBBIBATHCS
Ha pe3yJbTaTax MpOBEICHHs aHAIN3a PUCKOB HApYLIEHUs] OCHOBHBIX CBOMCTB 0€30MacHOCTHU IS
uH(popmannoHHbIX pecypcoB 'bOY cpennss mxona Ne 318.

OCHOBOI OILIEHKH PUCKOB JOJDKHA OBITH OIlEHKAa YCJIOBUH U (DaKTOPOB, KOTOPBIE MOTYT
CTaTb NPUYMHOW HAPYIIEHUS LEIOCTHOCTH, KOH(MUIACHIMAIBHOCTHY U JIOCTYIHOCTH JUIS
uHpopMannoHHbIX pecypcoB I'BOY cpennss mxoma Ne 318.

PesynbpTatom npoBeaeHMs aHaIM3a pUCKOB JOKEH OBITh pa3padOTaHHBIM KOMIUIEKC MEp,
HaIpPAaBJIEHHBIX HA CHIKCHHE BO3MOYKHOI'O HETaTUBHOTO BIMSHUS HA OCHOBHYIO JEATEIBHOCTH
I'BOY cpennsis mkona Ne 318 npu peanuzanuu Tol UM UHOU yTpo3bl 0€30MacHOCTH MH(POpMaLun
U 00ecreunBaroX B JaJbHEHIIEM JOCTaTOYHBIA YPOBEHb 3aIMIIEHHOCTH WH(POPMAIMOHHBIX
cucteM ['BOY cpennsis mkoma Ne 318.

YnpasieHue HHIMICHTAMH HHPOPMAIMOHHOH 0€30MaCHOCTH

Jns  obGecrieuenuss 3¢GGEKTUBHOIO pa3pelieHus] UHIUACHTOB HHGOPMAIMOHHON
6e3onacocty B 'BOY cpennsist mkona Ne 318, MUHUMM3aIMK MOTEPh U YMEHBIICHHUS PUCKa
BO3HHUKHOBEHUS NMOBTOPHBIX MHUUIEHTOB JIOJKHO OCYIIECTBIISITHCS yIpaBiICHUE HHIIMIECHTaMHU
UH(POPMALIMOHHOM 0€30IacHOCTH MOCPEACTBOM KOMILIEKCa CPEACTB Ul cOOpa, KOHCOJUAAINH
uHpopMaluy 00 MHIMJAEHTAX pellaeT JaHHYIO 3a/lauy. B OTHOIIEHNH KaX/10ro MPOU30LIeIIEro
UHIMJEHTa pabOTHUKAMM M3 CIyXKObl MOHMTOPHHIA M pEarupoBaHUs HAa HHIHUJIEHTHI
MHGOPMAIIMOHHON OE30MaCHOCTH JIOJIKEH BBIIIOJIHATHCS €r0 aHalIN3, U pazpaboTka 3(peKTUBHBIX
Mep pearupoBaHus Ha JAHHBIM WHIUICHT.
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AyauT cucteMbl o0ecnedeHrsi MH(POPMAITMOHHOI 0€30MACHOCTH

B mensx omenku Tekymero ypoBHs HH(popmarmonHoi 6e3omacHoct ['BOY cpenmsis
mkona Ne 318 Ha perymsipHOH OCHOBE JOJDKEH IPOBOJIUTHCS ayauT HWHGOPMAIMOHHON
0€30MacCHOCTH.

BHyTpeHHUE ayIuThl JOJKHBI BRITTOTHATECS paboTHUKaMmu ['BOY cpennsis mikoma Ne 318.
B umcno 3amau, pemaemplx IpH MPOBEACHWU BHYTPEHHHX ayAMTOB HH()OPMALMOHHON
0e30MacHOCTH

cOop 1 aHaIM3 UCXOAHBIX JAHHBIX 00 OPraHU3AIMOHHON U (PYHKIIMOHAIBHOU CTPYKTYpe
WH(MOPMALIMOHHBIX CHUCTEM, HEOOXOJUMBIX [UJISi OLEHKU COCTOSIHHSI CHUCTEMbl 3alUThI
uHpOpMaLnu;

AQHAJIM3 YTBEPXKIEHHBIX OPraHU3alMOHHO-PACHOPSAUTEIbHBIX JOKYMEHTOB I10 3allluTe
UH(POPMAIIUH Ha IPEAMET WX HOJIHOTHI ¥ 3 PEKTUBHOCTH, a TAKKE (POPMUPOBAHIE PEKOMEH AL
0 UX JOpabOTKE WK pa3pabOTKH HOBBIX;

o0ocHoBaHue (HPMHAHCOBOH A(PHEKTHBHOCTH BHOBH MPUOOPETAEMBIX CPEICTB 3aLIUTHI
uHdopmanuy;

NpOBEpKa TPABWIBHOCTH BHIOOpa M HACTPOMKH CPEACTB 3alIUTHl  HH(DOpMAIUH,
dbopMupoBaHUE TPEIIOKEHHI 10 UCTOIH30BAHUIO UMEIOIIMXCS CPEJCTB 3alIUTHl HHPOPMAIIH
JUTS TIOBBILIICHUST YPOBHSI HAIEKHOCTH 1 Oe30macHoCcTH nHpopMannoHHbIx cucteM ['BOY cpennss
mkona Ne 318;

aHaJIM3 OTYETOB MO MPOHM3OMICAIINM HHIMICHTAM WH(POPMAIMOHHON O€30MacHOCTH |
MPUHSITHIM MepaM 0 UX pa3pelieHulo.

IToBbIlIEHME OCBEIOMIEHHOCTH PA0OTHHKOB

B pamMkax opraHuzanud KOMIUIEKCHOTO TPOTUBOJEHCTBUSL yrpo3aMm Oe30IMacHOCTH
uH(popManuu, ucxoaamum ot padotHukoB I'bOY cpeansis mxona Ne 318 nomkHa MOCTOSHHO
MOBBIIIATHCS] KX OCBEIOMIIEHHOCTh B 00JIACTH 3aIUTHI HHPOPMAIIHH, KOTOPOE OCYIIECTBIISECTCS:

no cymectBywommuM B [BOY  cpemnss mxoma Ne 318  opraHuzanuoHHO-
pacmnopsiAUTEIbHBIM JOKYMEHTAM;

no npumeHsieMbIM B ' BOY cpennsis mikomna Ne 318 Mepam 3amintsl HHpOpManuy;

0 MPaBUJILHOMY HCIIOJIb30BAHUIO CPEICTB 3alIUThI HH(OPMALIUH.

3AKVIIOYEHUE

[Tpu u3mMeHeHun EHCTBYIOLIErO 3aKoHoAaTenbcTBa Poccuiickoit denepannn B 001acTH
3anuThl MHGOopMauK, Hactosmas [lonmuTuka U M3MEHEHUs. K Hell MPUMEHSIOTCS B 4acTH, He
IPOTUBOpEYAle! BHOBb NPUHATHIM 3aKOHOJATEIbHBIM M MHBIM HOPMAaTUBHBIM aKTaM, a TaKXke
BHYTpeHHUM JokyMeHTaM ['BOY cpennss mkonma Ne 318. Bce TpeOGoBaHus, yCTaHOBJIEHHBIE
JICUCTBYIOIIMM 3aKOHOJATENbCTBOM Poccuiickoin ®Penepannu, TMMOJ3aKOHHBIMU aKTaMH H
JIOTOBOPHBIMU OTHOILIEHUSIMH, a Takxke noaxon I'bOY cpennsas mxona Ne 318 k oOecnieueHuro
COOTBETCTBUSI ATHM TpeOOBAaHMUAM JOJDKHBI OBITh  SBHBIM  00pa3oM  OIpeNEeJIeHBbI,
JOKYMEHTUPOBAHBI U OIJEP/KUBATHCS B aKTyallbHOM cocTossHUU. ['BOY cpennss mkona Ne 318
B IPUOPUTETHOM HAINpPaBICHUHU JOJDKEH paccMaTpUBaThCsl IEpeXoJ]] Ha MPOrpaMMHOIO
o0ecreyeHne OTeYECTBEHHOIO0 NMPOM3BOJIUTENS, BKIIOUYEHHOTO B €AMHBIM peecTp POCCHMCKHUX
IPOrpaMM JJIsl AJIEKTPOHHBIX BBIYMCIUTENbHBIX MAIIMH U 0a3 JaHHBIX.
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